DBF Secure Message Center

DBF
Secure E-Mail Procedures

September 12, 2008

This document contains information proprietary
to the Georgia Department of Banking and Finance,
and shall not be provided to those persons without the need-to-know




Contents

I [0 1 0 [N T o o ST RUS RSPV URUR PSRRI 3
2. Receiving DBF SECUIE IMIESSAJES. .......civiiveiiirieiiieiieie sttt st
3. Registering for DBF Secure E-Mall.............cccoooiiiiiiiie e

4. Reading Secure Email When Already RegiStered............ccooeveiiiiniiiiieieie e

Page 2 of 9



1. Introduction

The Georgia Department of Banking and Finance has implemented a new secure electronic mail
system to protect the integrity and confidentiality of information being transmitted through the
Internet. To meet improved industry best-practice standards, all confidential email
communication you receive from us will now take advantage of Ironport/Cisco’s encryption
services. Ironport/Cisco’s easy-to-use e-messaging protection makes it easy for you to both
receive and read all of our encrypted communications - whether you are a Ironport/Cisco
customer or not.

The privacy of business communication is important to us and we want to ensure your
information stays private.

This solution secures and encrypts all email communications when designated by the DBF e-
mail user. Any DBF employee can initiate secure e-mail to anyone else with an Internet e-mail
address. Recipients of these e-mails can retrieve and reply securely to the messages by doing the
following;

1. You will receive an email notification that a secure message is waiting for you at the DBF
Secure Message Center web site.

2. This notification will instruct you to go to the message center where you will
a. Register an account
b. Read the secure email
c. Respond to the email

Account registration is a one-time process. The details of this process are described in the
following pages.
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2. Receiving DBF Secure Messages
Your secure message will look like the message below. Click on the attachment to continue.

File Edit iew History Bookmarks Tools  Help
@ - & X o http:4fbl1 49w, blul 42 .mail.live. comimail/InboxLight. aspxPFolder [D—00000000-0000-0000-0000-00000000000 1 BlnboxSortAscending=

(3] Most visited @ Getting Started .. Latest Headlines

V| | searchwet -~ U - Bl rality - B mal - @B My vahoo! B ews - (A Games - O Travel - [ Finance ~ &3 answers -

-~
secure 8
* Sent From: Denise Brown {leap@dbf.state.ga.us)
_ Sent: Thu 9/11/08 3:14 PM
& Deleted (21) To: dbleap0s0z@hotmail .corm
saved ... (9) ) securedoc...html (76.3 KB) Security scan upen download A IRENE
Manage folders
L Today ¥You have received a secure message
3 Mail Read your secure message by opening the attachment, securedoc.html. You will be prompted to open (view) the file
Contacts or save (download) it to your computer. For best results, save the file first, then open it in a wWeb browser. To access from a
mobile device, forward this message to mobile@res.cisco.com to receive a mobile login URL,
1 calendar X
If you have concerns about the validity of this message, contact the sender dirsctly.
First time users - will need to register after opening the attachment.
Help - https://res cisco.com/webs afe/help?topic=RegEnvelops
About Cisco Registered Email Service - https://res.cisco.cam/fwehsafe/about
--Forwarded Message Attachment--
Reasons you may be seeing this text:
1. You are seeing this text in your preview pane. Please open the attachment to read your secure message
z. vou have opened the attachrment and
a. you do not yet have an account. Please select your email address and click the Gpen button to create an account,
b. you have an account, Once the Open button appears, entsr your password and click Open,
If the Open button does not appear, please forward the original ermail to: rmobile@res.cisco . corm -
Department of
Ranking & Finance
sl it i e
Help
Frarm: Denise Brown <leap@dbf state.ga.us>=
~

Transferring data from res.cisco,com

If you receive a DBF Secure Message and you have not registered with the service, click the Register
button.

2 Secure Registered Envelope:secure - Microsoft Internet Explorer

File Edit  View Favorites Tools Help ’

e Back = ) %] |&] ) - tSearch ‘I Favorites 64} el - | a@r- 3 5

Address |=§| hitp:ij2i6.252,121, 32/us . F456.mall.yahoo comiyarsecuredownloadrmid=1_564_AEIFEEQAANIPSMIZHADEADMHME v ifid=Inboxipid=2etnef=tclean=08redirectURL=http %38 % 2F %2 v | Go
ettings> @ Messenger [ Mail - M MySpace B News -

Links >

w7 | Oy~ Jwieh search [ Bookmarks=

Sy insn gt Fari e o4

4:15:23 FM EDT

Denise Brown <leap@dbf.state.ga.us>

To: niecybleap@yahoo.com
Subject: secure

To open this message, first olick the button to [REGISTER]

register, After registering, come back to
continue opening the message.

Select a different address

2000-2008 Cisco Systems Inc. All rights reserved.

W4

£ @ Internst

2
— =
I8AB &S Insert Pg 4 Ln6.15" Pos 0.625"

DBF Secure Message €
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3. Registering for DBF Secure E-Mail

New User Registration - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

Address ﬁj https: ) ires.cisco. comfwebsafe/register ruLid=e6 854b65CEF 38253 7F 00000 154 36dadtc

T2 start

MNEWY USER REGISTRATION

Enter Personal Information

Email Address

Language

First Mame*

Last Mame*

Create a Password

Password*

Confirm Password®

niecybleap@yahoo.com

English hd

Fersonal Security Phrase |

Select 3 Security Questions
rou will be asked these questions in the future I pou forget pour passward.

Question 1%
Answer 1%
Confirm Answer 1%
Question 2%
Answer 2¥
Confirm Answer 2*
Question 3%
Answer 3%

Caonfirm Answer 3%

* = required field

The language sefting will be stored for future login
and ermnall notifications.

Enter & minimurm of & characters or numbers,
Fasswords are case-sensitive, Your password must
contain both fetters and numbers,

Enter a short phrase that ondy pou wit! know. This
phrase will appear on Message envelopes when Fou
fog in, When you see pour phrase, ypou know pou are
logaing in to our secure site,

| Select a guestion...

| Select a guestion...

| Select a guestion...

Remernber me on this cormputar

Registar

Complete the registration page and click on register.
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After clicking register you will get a message like the one below indicating that you will receive a message at
the email address you supplied with instructions on how to activate your account.

S Mew User Registration - Microsoft Internet Explorer |Z”E|g|
File Edt Wiew Favorites Tools  Help &
aAddress [@] https:ires cisco.comjwebsaFe/custom. actionzemd=enralstatus ~] o W@
stfvanl,
CISCO I
I MHEWY USER REGISTRATION

Thanks! ¥ou've created a Cisco Registered Envelope
Service account, To complete your registration,
please activate your account

How to Activate Your Account

Check ¥our Email

you will soon receive an email message at:
niecybleap@yahoo.com. Follow the instructions in
the email to activate your account,

To exit this page, close your browser windowr.

About Terms of Service Privacy Policy Copyright @ 2001-2008 Cisco Systerms Inc. all rights reserved.

“Z} Secure Reqist...

Thanlk wou for registering with Cisco Reaistered Envelope Service, To complete vour registration, vou must
confirm vaour intent to register and your acceptance of the Terms of Service by activating vour account,

Click here to activate this account,

You can also activate this account by going to <htips:#fres. cisco.comdwebsafefactivate = and entering this
confirrmation nurmber: 84b8dal9724893537f0000015436dad

To stop the reqgistration process you can cancel this account,

Click here to cancel this account,

You can also cancel this account by going to <htips:ffres. cisco.comd/websafe/canceldctivation= and entering
this cancellation number: 84b&dala72459353537f0000015436dad e

IMPORTANT
To help keep vour personal information safe, Cisco recommends that you never give your CRES password to

Weloorme to CRES!

Tao know rmore about Cisco Registered Envelope Service, see hitps:/fres. cisco.com/websafe/about
Terms of Service: https:/fres. cisco.comfwebsafe/termsofService
Privacy Policy: http:Ywwwironport, comdprivacy/
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After clicking the link to activate the account you will see the following;

NI
CISCO

EMaIL ADDRESS COMNFIRMED

You have activated the account for
niecybleap@yahoo.com. Registration for this email
address is now complete, To exit this page, close
your browser window ., After exiting this page, return
to your Registered Envelope and enter your
password to open it.

English A4

About Terms of Service Privacy Policy Copyright @ 2001-2008 Cisco Systems Inc. all rights reserved.

At this point, close the window above, go back to the original secure message, click on the secure message

attachment and enter your password, click open and the message will appear.

SECUrE

Denise Brown <leapi@dbf.state.gaus> ™ yiew
To: niecybleap@yahoo.com

# securedoc, bl (100KE?

] - |
Thursday, September 11, :

You have received a secure message

Read your se
prompted to o
the file first, th

messageto Mo No viruses detected

Download Attachment

difficulties othe button ko conkinue.,

@ securedoc, html { 100KE)
First time use

Help - https://
About Cisco R

Narton

If you have cor The wirus scan did not Find any viruses in your atkachment, Click the download

AntiVirus Dowynload Atachment ] ’

Cancel
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File Download S

'

SEC

ap
the
mok
con
her

15
i

JR1

Do you want to open or save this file?

gj Mame: securedoc,html
Type: HTML Document

From: 216.252.121.32

Open ] [ Save ] I Cancel

While files from the Intermet can be uzeful, zome filez can potentially
harm your computer. | pou do not trust the zource, do not open or
zave thiz file, ‘What's the rigk?

il
[tz
s

ca

Department of

Ranking & Finance

o g unhy g Pl Aorne

Septernber 11, 2008
H—EIE A:15:29 P_M EDT
Frarm: Denise Brown <leap@dbf.state .ga.us= Message Security: High
To: niecybleap@yahoo.com .
) v P Personal Security Phrase
Subject: Secure Your personal phease s
not enabled on this
Fassword: machine.
Forgot password? Mare infa
[OJremermber me on this computer,

Select a different address

If you experience problems opening this message, try to Qpen Online

(41144

2000-2008 Cisco Systems Inc, All rights reserved,

Department of
Ranking & Finance

winiey it Pl e

Secured Message

[Rep\y] [ Replvall ] [ Farward

From: Denise Brown <leap@dbf.state ga.us=

To: nigcybleap@yahoo.com

Cate: Septemnber 11, 2008 4:19:19 PM EDT

Subject: secure

test message

2000-2008 Cisco Systems Inc. All rights reserved,

[Rep\y] [ Replvall ] [ Farward




3. Reading Secure Email When Already Registered

Read your secure message by opening the attachment, securedoc.html. You will be prompted to open (view)
the file or save (download) it to your computer. For best results, save the file first, then open it in a Web
browser. To access from a mobile device, forward this message to mobile@res.cisco.com to receive a mobile
login URL.

Enter your password and click on open.

<0~ Department of
<, Ranking & Finance e -

o gl L' Pl dern e —— -

Septernber 14, 2008
H—EIE 214:58 F‘_h'l EI:I'!'
Frorm: Cenise Brown «leap@dbf.state.ga.us = Message Security: High
Tao: dhleap0s02@hotrmail.com .
. Personal Security Phrase
Subject: Secure Your personal phrase s
not enabled on this

Password: machine.

Forgot password? More info

[Jremember me on this computer,

Select a different address
If you experience problems opening this message, try to Open Online

Cisco

2000-2008 Cisco Systems Inc, All rights reserved.
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